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ABSTRACT

The authors present an introduction to command and
control (C2) and establish a foundation for understanding
the complex nature of C2 and the C? process. A historical
perspective is presented which demonstrates the importance
of effective c? to national, military, and political
objectives. The command and control process is described,
and the basic characteristics of a C2 system are specified.
The command and control structure of the United States
military organization is presented. An introduction to the
architecture of c2 systems 1is described, and a conceptual
architecture of the C? process is developed. The authors
describe the U.S. strategic nuclear command and control
structure and provide a basic description of the tactical
warfighting doctrines and €2 structures of the U.S. Armed
Forces including the wartime operations of the Coast Guard.
The authors conclude with a fundamental approach to the

process involving the evaluation of complex command and
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I. INTRODUCTION

A. BACKGROUND
The physical manifestation of command and control (Cz)
is often difficult to quantify. Effective €2 is the net
result of the successful interaction of a complex
architecture that is comprised of people, procedures, and
equipment. This architecture may be transparent to the
various users (both commanders and the forces to be
commanded) in that as long as data may be conveyed to the
decision makers and orders may be conveyed back to
appropriate units, the wusers easily forget about the
complexity of the process that has just transpired. [Ref.
1:p. 55) Sadly, serious attention to the c? process seems
to come to light only on the occasion of catastrophic c2
failure. Perhaps the most infamous such failure in modern
military history is the gross mishandling of intercepted
Japanese diplomatic message traffic that could have served
to alert the U.S. Pacific Fleet and prevent the tremendous
losses that were sustained on that day at Pearl Harbor.
Three further examples of €2 failures reveal the dire
consequences that poor C2 may have.
1. USS Liberty (AGTR-5)
At the time of the outbreak of hostilities between

Israel and the United Arab Republic on 5 June 1967, uss




Liberty was under the operational command of Commander in
Chief Europe. At 0001 7 June, USS Liberty came under the
control of Commander, 6th Fleet. At the time of her
operational control transfer, USS Liberty was directed to
remain at least 12.5 nautical miles from the United Arab
Republic coast and 6.5 nautical miles from Israel.
Following the outbreak of hostilities, standing orders for
all ships assigned to 6th Fleet had been modified to forbid
approaches of 1less than 100 nautical miles from either
country. The error in USS Liberty's positioning was noticed
in the afternoon of 7 June and the Joint Chiefs of Staff
(JCS) transmitted the first of five messages ordering the
repositioning of the ship. At 1210 8 June, USS Liberty,

still having received none of the warning messages, was

attacked by Israeli aircraft. Shortly afterwards she was
torpedoed by Israeli surface units. In all, 34 men were
killed and 75 were wounded. The ship was so severely

damaged that repair was impossible. [Ref. 1l:p. 6010-A-14)
A Naval Court of Inquiry was convened to

investigate the attack on USS_ Liberty and, among several

findings, stated the following:

Liberty's position at the time of the attack had been
previously ordered changed farther to seaward by the
JCS: however, the messages relating to these changes
were not known to the ship before the attack took
place; and

The combination and compounding of many delayed
communication deliveries related to the Liberty
incident denied the ship the benefit of command
decisions actually made prior to the attack which,

2




among other things, would have caused the ship, as a
minimum, to be heading further off shore from her 1200
8 June actual position. [Ref. l:p. 6010-A~-15)

2. USS Pueblo (AGER-2)

USS Pueblo was a U.S. Navy "auxiliary general

environmental research vessel utilized for intelligence
collection.” ([Ref. 1:p. 6010-A-15] On 23 January 1968, the
Pueblo was off the coast of North Korea when it was
approached by a North Korean vessel. Through flag hoist
communications the North Korean vessel instructed Pueblo

"heave to or I will fire.®" USS Pueblo transmitted a flash

precedence message to inform the JCS of her situation. The
message was received by the JCS two hours, 34 minutes later.
Continuing delays slowed the second flash transmission from
Pueblo which informed the JCS that she had been seized by
the North Korean forces. This second message reached the
JCS one hour, 39 minutes after its transmission from
Pueblo. These inexcusably slow transmissions were via the
Defense Communications Systenmn. Additionally, parallel
transmission was initiated for both messages on the
CRITICOMM (Critical Communications) network. Though the
CRITICOMM system delivered the two messages in rapid
fashion, the actual introduction of the messages into the
network was too late for advantage to be taken of the
quicker transmission times. As a result, the Pueblo was
seized by North Korean forces without any opposition from

the United States. ([Ref. 1l:p. 6010-A-16)




A Naval Court of 1Inquiry was convened to
investigate the seizure of the Pueblo. Findings of that
investigation stated that message transmission delays were
"grossly excessive" and that these delays were "at least
partially responsible for the failure of U.S. forces to come
to the aid of that ship". More explicitly, the message
delays and subsequent lack of response led to the “death of
one sailor, the long imprisonment of the remainder of the
crew and the loss of the vessel" and that the "capture of
USS Pueblo resulted in a serious compromise of our Nation's
intelligence capability." [Ref. l:p. 6010-A-18]

The 1loss and 1long delays of the messages

transmitted from both USS Likerty and USS Pueblo could not

be attributed to disabled communication facilities, enemy
jamming, or any restriction upon the use of any mode of
available communications. [Ref. 1:p. 6010-A-19)] Instead,
in these instances, broken down command and control held
sole responsibility.
3. Operation URGENT FURY

The arena with which the modern military must
contend is defined by computer systems and communication
systems of growing complexity, of the unstable and ever-
changing influence of world politics, and the capabilities
or limitations of man himself. Clearly, the problem of
providing effective and reliable command and control is

greater today than ever. The confusion that comes hand in




hand with Jjoint operations may be overwhelming. A
contemporary example of this may be seen in Operation URGENT
FURY or, by its better known name, the Grenada Campaign.
This operation involved Air Force, Army, Navy, and Marine
Corps elements and was generally proclaimed to be
successful in its stated mission objectives. [Ref. 2:p. 17,
Ref. 3:p. 351] However, well publicized instances of
coordination difficulties at the onset of the operation
reveal that even successful operations are not without
command and control concerns. Blame for coordination
problems has been placed on the Navy's inability to maintain
satellite communications. [Ref. 2:p. 17] Another scathing
analysis of URGENT FURY states:
It is ridiculous for each of the four services to have
different radio frequencies for controlling air-to-
ground strikes. During the initial days of the Grenada
operation, Army ground units had to send calls for air
strikes back to their headquarters in Fort Bragg, North
Carolina. The messages would then be relayed via
satellite to the Navy commander, who passed the
requests on to the air controller aboard the aircraft
carriers. [Ref., 4:p. 178)
Much of the information on the Grenada Campaign remains
classified thus an accurate depiction of the actual command
and control issues of that campaign cannot be examined in
this thesis. However, one may rest assured that in any

operation, whether single-service or 3joint, command and

control issues will be in the forefront.




B. THE EFFECT OF COMMUNICATIONS

There are similarities among the preceding examples of
command and control failures. The most obvious similarity
is that the failures were attributed to deficiencies in the
respective communication networks. The close relationship
that exists between command, control, and communications is
the aspect of c2 that is most widely discussed and, for that
reason, has earned its own name of c3. In fact, in the
multitudinous writings on the topic of C3, it is easy to
forget that command and control itself is the real issue
while communications is the means to the end of the c2
process. The study of the effect of communications on €2 is
important in that, as four historical examples have shown,
command and control is only as effective as its weakest link

is strong.

C. CONTINUING C2 ISSUES

While few would deny that effective command and control
is essential to any successful military operation, the fact
remains that it is difficult to find proponents willing to
fund extensive research or modernization in the area of C2.
In the world of shrinking military budgets, €2 is losing out
to more apparent weapon systems and platforms. The inherent
intangibility of the €2 process is simply no match for the
tangibility of ships, tanks, aircraft, and missiles. More

eloquently stated:




Warriors and those who would like to be associated with
them will argue simplistically that the enemy is killed
by effective employment of firepower; not by throwing
at him radios, computers, black boxes or analytic tools
for battle staffs, despite all of their usefulness.
[Ref. 5:p. 22]
The difficulty in finding advocacy for command and control
systems may be due, in part, to their very "transparent"
nature. [Ref. 1l:p. 55) However, regardless of tne reason,
it is the wise student of command and control who remembers
that despite the undeniable benefit of effective €2,

patronage is difficult to find.

D. PURPOSE

The primary purpose of this thesis is to provide its
readers with a basic understanding of command and control as
it pertains to the American military establishment. The
scope of the thesis is intentionally broad to offer a good
introduction to the myriad issues and fields of study that,
taken together, allow the understanding of command and

control and permit the wultimate development of c?

architectures.




IT. FUNDAMENTAILS OF COMMAND AND CONTROL

A. FUNDAMENTAL DEFINITIONS
1. Command and Control
The key to understanding the complex phenomena of

command and control 1is establishing a clear and concise
definition for command and control, and its associated
terminology. The Joint Chiefs of Staff Publication 1 (JCS
Pub 1) provides the basic definition of command and control.

Command and control is the exercise of authority and

direction by a properly designated commander over

assigned forces in the accomplishment of the mission.

[Ref. 7:p. 77]
This simple and straightforward definition is the Armed
Forces standard for defining C2. No additional interpreta-
tion should be read into what is stated. Acceptable
alternatives for the term command and control are C2 (C-
squared) or C2. Command represents the vested "authority
that a commander in the military service lawfully exercises
over subordinates by virtue of rank or assignment." [Ref.
7:p. 76] Control is typically associated with the
commander's direction of forces. When used in the context
of €2, control is defined as operational control which
according to JCS Pub 1, is considered synonymous with the
term operational command. The term control therefore

represents:




those functions of command involving the composition of
subordinate forces, the assignment of tasks, the desig-
nation of objectives, and the authoritative direction
necessary to accomplish the mission.... [Ref. 7:p. 262)
A properly designated commander is the individual placed in
command in accordance with the laws and the Constitution of
the United States. The definition of €2 also stipulates the
following:
command and control functions are performed through an
arrangement of personnel, equipment, communications,
facilities, and procedures employed by a commander in
planning, directing, coordinating, and controlling
forces and operations in the accomplishment of the
mission. (Ref. 7:p. 77)
2. Command and Control System
The second most important and fundamental defini-
tion is for the term command and control system. A command

and control system consists of:

The facilities, equipment, communications, procedures,
and personnel essential to a commander for planning,

directing, and controlling operations of assigned
forces pursuant to the missions assigned. [Ref. 7:p.
77)

At this point, it is critical to realize that the term C2
system describes the €2 system as a whole. It is an all
encompassing term used to describe all the elements and
aspects involved in a commander's execution of command and
control. c? system includes all the processes, inter-
relationships, and inter-dependencies of all the components
and subsystems relating to command and control. It is
crucial to understand and accept the fact that anything that

relates to €2, either currently existing or developed




through technology advances in the future, is still only a
part of the c? system. Students of c2 should bear this in
mind when they encounter these other popular terms which are

often used throughout literature and among the c2 “experts"

of the Department of Defense: command, control, and
communications (C3); command, control, and communication
system (c3 system) ; command, control, communications, and
computers (c4); command, control, communications, and

intelligence (C3I); and command, control, communications,
intelligence, and interoperability (c312) (Ref. 8:p. 22].
Why not CNIM™? The problem is that all the terms above, and
those not yet devised, are used interchangeably to represent
c2 or the C? system. In actuality, each term is merely a
focused and limited description of component parts of the C2
system, which is clearly defined in JCS Pub 1. Figure 1
attempts to present a hierarchical description of the
relationships among C2 terminology.

The fundamental problem facing the €2 community is
the lack of an agreement or understanding of exactly what is
meant by the variety of terms used, or more readily misused,
to describe C2 and the ¢2 system. Overall, the plethora of
terms used throughout the community usually involves terns
referring only to some subsystem of the overall c? system,
and the terms rarely describe the command and control
process, a process which is as "old as war itself." [Ref.

9:p. 1] The term "command and control means many things to

10
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many people, and definitions range widely even among
veteran policy developers, analysts, designers, vendors,
purchasers and users." ([Ref. 10:p. 2] Most experts of the
c2 community loosely use the term and its derivatives to
serve parochial interests. No accepted glossary of terms
exists within the Department of Defense other than those
provided by JCS Pub 1, which is inadequate for trying to
clarify the many terms being used. The lack of a consensus
on just what command and control is has led to a diversity
of efforts by the technical community [Ref. 11:p. 880]. As
this diversity of effort evolved c? systems, it also gave
birth to the many parochial descriptions of c2.
One of the least controversial things that can be said
about command and control is that it is controversial,
poorly understood, and subject ¢to wildly different
interpretations. The term can mean almost everything
from military computers to the art of generalship:
whatever the user wishes it to mean. [Ref. 8:p. 23)

A suitable starting point must be established in
order to study and to understand the complex world of
command and control, its process, and its system. The key is
a simple approach to the terminology associated with command
and control. As presented earlier, JCS Publication 1

provides that starting point in its clear and concise

definition of command and control.

B. COMMAND AND CONTROL PROCESS
Command and control is a process which has existed

since the beginning of warfare; its concept and true meaning

12




have not changed. What has changed drastically through
technology is the command and control system that supports
the commander and his process of command and control. The
command and control of Armed Forces is not new; however,
"...its dimensions have grown exponentially in modern
times, especially since 1939." [Ref. 9:p. 1] The evolution
of high technology command and control systems has brought
about new perspectives of the nature of command and control.
A variety of science and engineering disciplines have at-
tempted to remove some of the complexity of these systems by
trying to automate and improve the means by which commanders
exercise command and control. As the C2 systems evolved, so
have a variety of definitions for the term command and
control.

The command and control process "in essence, 1is the
process of making, disseminating, and implementing informed
command decisions in order to obtain optimum effectiveness
of the nation's military forces in peace time, crisis,
conflict, or war." [Ref. 12:p. 9] The c? process consists
of three major functional areas: information management,
decision management, and execution management. [Ref. 13:p.
3] These areas incorporate the four fundamental functions
of the command and control process: observe, orient, decide,
act (0-0-D-A). 1In 1981, these functions were presented in a
briefing to the Air War College by Colonel John Boyd in his

work, Patterns of Conflict [Ref. 8:p. 97]. The functions
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are driven by the state of the environment which the c?
process is attempting to manipulate. Figure 2 represents
Boyd's 0-0-D-A loop structure, which provides the basic
relationships of the functions of the c2 process. [Ref.
8:p. 26]
The most important functional area of the process is
the decision management area, whose product is the
commander's decision. Therefore, the essential element of
the c2 process is the commander/decision maker. Decision
making is the essence of the c? process. Decisions are
usually made under conditions of great uncertainty, stress,
and critical time constraints. [Ref. 1l4:p. 14) The
commander's objective is to reduce the uncertainty about the
environment to aid him in making the best decisions. [Ref.
15:p. 117)
From Plato to NATO, the history of command (and
control) in war consists of an endless dquest for
certainty-certainty about the state and intentions of
the enemy's forces; certainty about the manifold
factors that together constitute the environment in
which the war is fought, from the weather and the
terrain to radioactivity and the presence of chemical
warfare agents; and, last but definitely not least,
certainty about the state, intentions, and activities
of one's own forces. [Ref. 9:p. 264]

Another problem with trying to make the best decision is

that the correct decision for one situation may not be the

best for another due to the stochastic nature of combat.

Combat is not a deterministic process dependent only on a

commander's decisions. The action or reaction of eneny
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Figure 2.
Boyd's 0-0-D-A Loop
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forces greatly affects the outcomes of the battles. The
commander's decisions do not always determine the actual
resulis of combat, and because of the probabilistic or
stochastic nature of combat, the commander "is only
influencing the probability of outcomes rather than directly
controlling outcomes." [Ref. 8:p. 47] "Warfare is two-
sided, and outcomes depend on decisions made by many
commanders on both sides.” [Ref. 15:p. 117]

Compounding the problem, technological c? systems and
modern warfare have placed the commander "at a distance both
from the phenomena on which he bases his decisions, and from
the people whom he will task to execute them." (Ref. 15:p.
11) Because the commander must rely on the c? system to
provide the information to make decisions as well as the
means to execute decisions, the commander needs some control
over the structure and the procedures of the c? system. The
structure, however, is usually established by a previous
commander or a superior commander. Most c2 systems are
designed to support several commanders. [Ref. 15:p. 13] An
important concern for the commander is to assure that the C2
system does not control his C2 process. A commander must
understand the ¢2 system he acquires and manipulate the
system to meet his needs, his C? process. To do this, the
commander must determine the needs for the variety of
different situations he may face. "The key to success in

combat is identifying foreseeable combat situations and
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thinking them through in order to create plans to deal with
them." [Ref. 15:p. 25] The commander must establish the
"arrangement of personnel, egquipment, communications,
facilities, and procedures"” to serve the needs of his
command and control process.

The information management functional area of the c?
process consists primarily of inputs from the observe
function. Observations of the environment are made through
a myriad of sensors ranging from human intelligence (HUMINT)
and active surveillance systems to the perceptions of
subordinate commanders. The commander "requires a network
of information flow from sensors and reporting commanders
through a process of correlation, filtering, and analysis
that converts data into information, and information into
knowledge." [Ref. 15:p. 117) 1Inputs are also received from
higher levels of authority providing guidance and direction
sometimes reflecting national policy objectives, depending
on the level of command and nature of conflict.

The ability of the C2 system to provide complete and
accurate information in a timely manner will significantly
impact how well a commander can perform the orient function.
This function actually leads to a situation assessment of
what 1is occurring in the environment. Because of the
complex nature of the 2 processes occurring at each level
of the c2 system, the information received by the commander

can already be distorted by the perceptions of subordinate
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commanders. Based on the information received, the com-
mander must determine an estimate of the situation.
Objectives and courses of action (COAs) must be formed.
Decisions are made, and the final function of the cycle,
act, can occur. [Ref. 9:p. 7]

The act function is a function of the execution
management process and is a result of the decisions made
based on the planning of alternative COAs. The orders must
be transmitted to the proper forces for execution, and the
orders must be clearly understood. The c2 system must also
provide a feedback system to monitor the proper execution of
commands. The allocation of resources is also an output of
the decision making process. Once the execution has
occurred, the cyclic process then repeats itself. Although
simplified in this discussion, the command and control
process 1is continuous and must perform these fundamental
functions throughout the entire spectrum of conflict.
[Ref. 9:p. 7] The conceptual architecture of the c?
process discussed in Chapter VII presents a more detailed

description of the €2 process.

C. COMMAND AND CONTROL SYSTEM

The primary mission of the C2 system is to meet the
needs of the commander. "The C2 system is a combination of
elements that form a complex whole." [Ref. 1ll:p. 880] The
system must permit the commander to have full use of all his
resources in order to effectively and efficiently employ
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military forces throughout the spectrum of conflict. [Ref.
l14:p. 10) Figure 3 depicts the c? system supporting the
commander and his €2 process.

The three categories of information associated with the
c? system are: friendly status, enemy status, and
environmental status. The ¢2 system must be able to perform
five basic functions regarding information: collect, process
display, disseminate, and retain. [Ref. 16) The Defense
Science Board Task Force on Command and Control Systems
Management describes the c? system this way:

...effective command and control systems-- support
systems that aid the commander in the exercise of his
command...a command and control system supporting a
commander is not just a computer with its associated
software and displays; it is not just communication
links; and it is not even just all the information
processing and fusion that must go in any well-designed
and well-operating command and control system. It is
all the above and much more. The ideal command and
control system supporting a commander is such that the
commander knows what goes on, that he receives what is
intended for him, and that what he transmits is
delivered to the intended addressee, so that the
command decisions are made with confidence and are
based on information that is complete, true, and up-to-
date. The purpose of a command and control system is,
in the end, to provide assurance that orders are
received as originally intended with follow-up in a
timely fashion, which can make the difference between
winning and losing wars. [Ref. 12:p. 12)

The official definition for €2 system divides the system
into five basic subsets: communications, personnel, procedu-
res, facilities, and equipment. ([Ref. 7:p. 77]

Communications is the most dominant subsystem of the
entire c2 system, but not necessarily the most important.
Modern warfare technology has changed the battlefield
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COMMANDER

- exercises command & control
through the C2 process

c? SYSTEM

- suppcens & aids the commander
- supports the commander's C2 process

- incluces:
+ communications  « facilities < execution forces ¢ space systems
* personnei * computers « staffs < tactics
* procecures * intelligence « subordinate commanders  » docirine
* eguipment * interoperability < decision aids « strategy
¢ sensors  others
Figure 3.

c2 system Supports the Commander
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